3GPP TSG-SA WG3 Meeting #95 
S3-191317
Reno (US), 6-10 May 2019















Source:
Ericsson
Title:
New Solution: Transport security for the interfaces between W-5GAN and 5GC
Document for:
Approval 

Agenda Item:
8.7
1
Decision/action requested

It is proposed to add the solution on Transport security for the interfaces between W-5GAN and 5GC to TR 33.807.
2
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Rationale

Key Issue #3 (Transport security for the interfaces between W-5GAN and 5GC) is not addressed by a solution so far. This contribution proposes to add a solution that addresses the key issue. It proposes that the same security protocols that are to be supported for 5GAN according to Rel-15 TS 33.501 are to be supported in the case that the 5GAN is a wireline 5GAN. 
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Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: Transport security for the interfaces between W-5GAN and 5GC
6.Y.1
Introduction

This solution addresses Key Issue #3: Transport security for the interfaces between W-5GAN and 5GC.

6.Y.2
Solution details

The interfaces between the W-5GAN and 5GC are the following:

-
W-5GAN – AMF (N2, in Scenario 2 also N1), and 

-
W-5GAN – UPF (N3).
According to clauses 9.2 and 9.3 in TS 33.501 [3], the following security protocols shall be supported in Rel-15 for the N2 and N3 interfaces:

 -
5GAN – AMF (N2): NDS/IP and DTLS, 

-
5GAN – UPF (N3): NDS/IP.
This solution proposes that the same requirements should hold in the case that the 5GAN is a wireline 5GAN. Hence it is proposed that the following security protocols shall be supported:

-
W-5GAN – AMF (N2, in Scenario 2 also N1): NDS/IP and DTLS
-
W-5GAN – UPF (N3): NDS/IP

6.Y.3
Evaluation

Editor’s Note: Evaluation to be added.

*** END CHANGES ***

